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Abstract 
 
There is a global trend towards the use of the ‘Internet of Things’ technology in smart 
applications like smart cities, energy engagement and others. However, this  creates  many 
electronic risks because of  the IoT technical and technological nature. With multiple e-risks 
forms and types, it becomes necessary that each country  develops protective measures so 
as to reduce the expected level of risk. Such measures can take the form of actions via 
legislatures or educating users and companies about the seriousness of this upcoming IoT 
technology. This can be done by identifying some types of cybercrimes, determining the 
required security requirements to maintain the security and privacy of users, and defining 
the actions and duties required by the government and software developers. However, to 
date, there has been a lack of qualitative and quantitative studies on the awareness of the 
IoT security risks that could constitute the first line of defence. This study employs a mixed-
method approach to tackle the IoT potential threats in the Kingdom of Saudi Arabia, 
especially in  government sector. While a descriptive survey method is utilized to collect 
information about the requirements of applying the Internet of things and its anticipated 
cybercrimes, a traditional screening method with combined analysis is applied to examine 
the role of national data centers, national information centers, different ministries and 
government departments in minimizing the cybercrime risks in Saudi Arabia. 

Keywords: IoT, Cybercrime, Saudi Arabia.   
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Introduction 

 
The risks of Internet connectivity are 
growing rapidly with the widespread use of 
Internet of things technology or Next 
Generation Internet as this technique will 
allow space for tens of millions of 
intelligent systems (Smart Systems) to 
connect to the Internet (Gartner CIO, 
2016). This technology will open up 
prospects and new ways  for hackers to 
control the most Internet-connected 
devices, such as the steering wheel 
controls, operating rooms, baby monitors, 
devices with air conditioning and cooling 
control, and lighting, as well as other 
devices including aviation control towers, 
operating rooms, control missile, or any 
other device connected to the Web 
network. 

Experts of information security technology 
and electronic crimes assert that we cannot 
eliminate cybercrimes, but we can reduce 
them, and their risks and impacts (Chris 
Folk, 2015). With multiple e-risks forms 
and types, it becomes necessary that each 
country  develops protective measures so 
as to reduce the expected level of risk 
(Securing the Internet of Things, 2011). 
This is not limited to software 
manufacturers only, but to further include 
service providers, users, governments and 
regulations, legislation, and governmental 
and private bodies.  

 This study aims to determine the possible 
types of electronic crimes resulting from 
the application of the Internet of Things in 
Saudi Arabia and the expected risks, as a 
result of that application, as well as the 
actions required from software companies, 
service providers, governments and users. 
The study and the analysis will also include 
the governmental sphere  beside  the aim 
to address the impact of electronic crimes 
in the public sector.  

Literature Review 

The study (R. Roman, 2011) confirmed that 
the Internet of Things technology needs 

more research and mechanisms in order to 
maintain confidentiality and privacy.  The 
results of the study confirmed that the big 
obstacle is security and confidentiality 
because of the risks threatening the safety 
of the use of the Internet of Things. The 
study recommended the need to reconsider 
the traditional security methods used in 
current applications, such as encryption 
protocols, reliability, property rights and 
security policies, as well as the need to 
reconsider government laws and 
regulations, in order to promote a concept 
of the Internet of Things that can be 
applied more safely. 

In (Chris Fold, 2015), the researchers said 
that "there is a rapid progress in the 
Internet of Things technology, where it is 
expected that over the next few years, in 
2020, the number of devices connected to 
the Internet , will be about 50 billion 
devices and that the trade volume will 
exceed trillions of dollars". This technical 
explosion requires the transition to 
technologies, new and sophisticated ones 
like IPv6 rather than IPv4, to enable the 
technical definition of this huge number of 
devices and control. This transition will 
create new problems for users. The new 
threats, called “action at a distance”, will 
create a new type of responsibility, laws 
and regulations, and protocols of computer 
security. The study suggested a change to 
the traditional security architecture (new 
IoT security model) in order to maintain 
the privacy, security, management of 
identification cards (Identity management) 
and data ownership and control in the IoT 
space. Also, the researchers have revealed, 
in the study, the compelling reasons for the 
reluctance of people to use online Internet 
services, such as purchasing, banking 
operations,  the purchase of stocks, bonds 
and other business activities. Finally, the 
researchers proposed a "Service 
acceptance model" to explain why people 
refrain from dealing with electronic 
services. 

The study (Wexter, 2014) proved that 
electronic crimes have significantly 
changed the role of the police in the 
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community because these crimes are 
beyond borders. The research confirms 
that in 2013, a theft involving withdrawals 
from ATM machines for 10 hours resulted 
in a loss of $45 million. Recommendations 
of this study include increased awareness 
and law enforcement. 

Problem Formulation and the Study 

There is a global trend towards the use of 
the Internet of Things technology (Peter 
Friess, 2014). It is certain that the Internet 
of Things application will change the 
current way of life, in terms of investment, 
opening up new areas of work and saving 
energy and resources.  At the same time, it 
will create many technical, technological, 
cultural and moral problems worldwide. 

Many companies have started to prepare 
and equip the next generation of 
equipment and software to be ready for the 
Internet of Things. In fact, Samsung 
announced that 90% of its products by 
2017 would contain the "Internet of 
Things" techniques, and in 2020, 100% of 
its products will contain this technology. 
Cisco predicted the Internet-of-Things-
related businesses would be worth about 
41 billion US dollars and become a trend 
for all global companies, including Saudi 
companies, to be on the same level of 
readiness and awareness. However, 
according to the views of the researchers, 
there are many challenges still facing the 
applications of the Internet of things, 
including creativity in integrating software 
applications in Internet devices, security, 
availability, maturity, complex integration 
and interoperability. 

The field of Internet of Things security is 
one of the most complicated and sensitive 
research topics (Peter Friess, 2014). This is 
because of the problems faced by 
researchers, such as small Internet devices, 
limited storage, processing and power of 
the battery. There is a trend towards the 
use of intelligent systems to tackle IoT 
security problems that are progressing 
very fast in the areas, such as the identified 
risks and ways to protect them. However, 
to date, there has been a lack of proper 

qualitative and quantitative studies on  the 
awareness of IoT security risks (Ovidiu 
Vermesan, 2014).  

To that end, the problem of this study is 
formulated based on the following points 
(Ovidiu Vermesan, 2014) (Center, 2015): 

• Build a model that is acceptable to 
all parties, producers and 
consumers, and that addresses 
confidentiality, privacy and 
reliability within a reliable work 
environment based on digital 
certificates and authentication 
protocols. 

• Address the problems related to 
technical IoT security barriers. 

• Propose solutions to the problems 
of bad ethical practices and their 
reflection on the cultures of the 
communities, and the 
development of legislations and 
procedures related to modern 
techniques. 

The hypothesis of the study 

The study is based on the following main 
hypothesis: 

• There is an inverse relationship 
between Readiness for and 
Awareness of the Internet of 
Things and Cybercrimes. That is, 
the greater the level of Readiness 
for and Awareness of the Internet 
of Things, the fewer the 
cybercrimes. 

The Significance of the Study 

This study deals with an important and 
vital topic in the field of electronic crimes,  
on a worldwide level and in Saudi Arabia in 
particular, the challenges that accompany 
the new wave of electronic crimes, which 
are expected to expand and spread with 
the beginnings of  using the "Internet of 
Things." In fact, the "Gartner Group" 
studies (Gartner CIO, 2016) predicted that 
the number of smart Internet-connected 
devices reaches about 25 billion a year in 
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2016, at a rate of 3.4 devices for each 
person of the world's population, and 50 
billion devices at a rate of 6.5 for each 
person is forecast in 2020. 

 The IoT security risks should be faced by 
taking actions via legislatures, educating 
users and companies about the seriousness 
of this upcoming IoT technology. Although 
Saudi Arab has a legislation to counter 
cybercrimes (Gercke, 2012), the current 
legislation remains insufficient to cope 
with the IoT cybercrime sophistication. 

Objectives of the Study 

The study aims to achieve the following 
objectives: 

1. Identify some types of security 
risks and electronic crimes, which 
threaten the future of technology 
"Intelligent Systems and the 
Internet of things" in Saudi Arabia. 

2. Identify the required security 
requirements, to maintain the 
security, confidentiality, privacy of 
users and smart systems within 
Saudi Arabia. 

3. Identify actions and duties, 
security standards, confidentiality 
required by the government, 
software development firms and 
service providers to reduce the 
risk of electronic crimes 
anticipated inside Saudi Arabia. 

4. Publication of research papers 
including  the results of the study, 
in conferences and scientific 
journals. 

5. Prepare a list of the pilot used by 
law enforcement authorities 
(police and justice) in addressing 
the problems resulting from the 
application of the Internet of 
Things in Saudi Arabia. 

Terms of the Study 

Internet of Things (IoT): Is the network of 
physical objects or "things" embedded with 
electronics, software, sensors and network 
connectivity, which enables these objects 

to collect and exchange data. (Chris Folk, 
2015). 

• Cybercrime: cybercrimes (or 
cyberattacks) generally refer to 
criminal activities  conducted via 
the Internet (Singleton, 2014). 

• Next Internet Generation: a 
number of projects intended to 
improve Internet performance or 
content quality in regions of 
various sizes and locations. (Chris 
Folk, 2015). 

• Smart Device: is an electronic 
device, generally connected to 
other devices or networks via 
different wireless protocols such 
as Bluetooth, NFC, WiFi, 3G, etc., 
that can operate, to some extent, 
interactively and autonomously 
(Riek, 2014). 

• Smart System: incorporate 
functions of sensing, actuation and 
control in order to describe and 
analyze a situation and make 
decisions based on the available 
data in a predictive or adaptive 
manner, thereby performing smart 
actions (Wexler, 2014). 

The Limits of the Study 

A. The objective limits: 

• Identifying possible types of 
cybercrimes resulting from the 
application of the Internet of 
Things in Saudi Arabia and the 
expected risks, as a result of that 
application, as well as the actions 
required from software 
companies, service providers, 
governments and users. 

• Analysis of the impact of electronic 
crimes in the public sector and the 
statement of the government's 
measures to be taken to curb the 
phenomenon, at the legal level as 
well as at the judicial and 
procedural level. 

• Defining  the role of the national 
information centers and the Center 
for Rapid Response (CERT) in the 
reduction of the phenomenon, in 
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addition to the roles of ministries, 
government departments, 
volunteers, and the regulations 
and legislations in the reduction of 
electronic crimes. 

B. The spatial limits: 

• The topic of the study is readiness 
for and awareness of the Internet 
of Things. Although the 
phenomenon is cross-border, it 
will only be applicable in the 
Kingdom of Saudi Arabia. 

C. The time Limits: 

• Studying the readiness and 
awareness required for the 
application of  Internet of Things 
technology is anticipated in the 
coming period of the next five 
years, according to reports and 
studies of information technology 
experts. 

• Studying modern electronic crimes 
in less than five years old, and 
projecting them  over the next 
period, according to reports, 
studies and security experts. 

Methodology 

This section describes the research and the 
methodology that will be applied to carry 
out the study. It discusses the research 
design, data collection, data analysis, study 
period and mechanisms to assure the 
quality of the study.  It also describes the 
nature and source of the data sample size. 
The methods adopted for data collection 
are also illustrated, together with the 
reliability and validity of the research 
instruments' methods of data analysis and 
ethical considerations. 

A. Study Design 

This study uses mixed-method 
research involving a descriptive survey 
design in collecting information by 
administering questionnaires to a 
sample of the target population. The 

study will be aimed at collecting 
information from the respondents 
regarding readiness for and awareness 
of the Internet of things (IoT) in the 
Kingdom of Saudi Arabia. The 
investigator will use both primary and 
secondary data. While the primary 
data will be obtained using 
questionnaires, the secondary data will 
be collected from books, journals and 
the Internet.  A survey will be used to 
determine the users’ requirements for 
the application of the Internet of things 
phenomenon and related electronic 
crimes.  

 Traditional screening methods and 
standard testing techniques will be 
applied  using  analytical software. 
Examination and analysis processes 
will address a collection of previously 
published research similar to this 
study. The work of previous studies is 
compared with each other, and 
conclusions are drawn from them for 
the purpose of the current study. 

B. Study population 

The target population will form the 
basis of the selected sample from Saudi 
Arabia. It will include officials of 
service providers,  software 
developers, users, leaders of relevant 
government agencies responsible for 
the equipment, officials of the legal 
authority (judiciary & police), directors 
of some private sector organizations, 
leaders of the Saudi national 
information centers and employees of 
Rapid Response Center (CERT). 

C. Study Tools 

The main data collection instruments 
used are as follows:  

1. Survey questionnaires: Survey 
questionnaires have the advantage 
of achieving rapid contact with 
many people. It will be very useful 
for this research project to obtain 
responses to the diverse indicators 
that require consultations with 
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specific populations. The primary 
objective of the survey is to 
measure the awareness of the 
Internet of Things phenomenon 
and the risks associated with them.  
The results of this study are then 
analyzed using a specialized 
statistical analysis software 

2. Interviews: The interview 
procedure is shedding the light on 
the research process through an 
informal conversation. As part of 
this research project, an interview 
guide will be drawn to make the 
interviews semi-structured. 
Interview questions will be 
written down and the interviewers 
will be trained so that they truly 
understand the subject matter as 
well as the responses they receive.   
To achieve the objectives of the 
study, the researcher will conduct 
interviews with some leaders of 
government and private agencies, 
individuals and service providers 
in Saudi Arabia. 

3. A compendium of textual data: The 
compendium of textual data will 
primarily gather, organize and 
analyze diverse documents that 
contain information relevant to the 
topic of study, especially with 
regard to readiness for and 
awareness of the internet of things 
(IoT) in Kingdom of Saudi Arabia. 
The compendium of textual data 
will include: unpublished research; 
data dealing with cybercrimes; the 
security of smart and Internet of 
Things regulations; reports of 
hardware manufacturers, software 
and operating systems; the 
systems standard international 
reference reports; products of 
major international companies in 
the field; the security of smart 
systems and Internet of Things, in 
addition to research papers and 
studies, specialized projects, 
articles published in journals, 
refereed conferences, and 
technical reports on the subject of 
e-crimes arising from the 
application of Internet of things 

and the new wave of electronic 
crimes. 

D. Data analysis methods 

Quantitative analyses will be 
appropriate for this project with a bit 
of use of qualitative methods as well. 
Codes will be assigned to qualitative 
variables such as readiness for and 
awareness of the Internet of Things. 
The qualitative data analysis will be 
carried out using this coding strategy. 
The content study will be used to 
analyze the substantial body of data 
collected in this study with the 
following procedure: 

1. Reading of collected data. 
2. Definition of classification 

categories for the collected data. 
3. The categorization of the collected 

data. 
4. Quantification and statistical 

treatment of data. 
5. The scientific description of the 

studied cases. 
6. The interpretation of results. 

For quantitative data analysis, both the 
descriptive and inferential statistics 
will be done to better understand the 
readiness for and awareness of the 
Internet of Things (IoT) security in the 
Kingdom of Saudi Arabia. 

E. Mechanisms to Assure the 

Quality of the Study 

• Data Privacy: Confidentiality will 
be enhanced in the research, and 
individuals filling in 
questionnaires will not be 
required to write their names. 
Relevant authorities will be 
contacted so as to gain 
permissions to carry out the 
research. 

• Control of Bias: the researcher will 
make sure that the research study 
is objective, independent and 
balanced. The researcher believes 
that objectivity is critical to the 
success of scientific analysis. Thus, 
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the researcher will actively work 
to keep a neutral and objective 
research environment.  

• Use accurate and most reliable 
data: To assure that the research 
study is useful, informative and 
understandable, data and 
information of the best quality will 
be used. The data and information 
used in the research study will be 
validated from multiple sources, 
and it will be assured that it is 
reliable and accurate. 

Proposed Theoretical Framework  

To achieve the objectives of the study, a 
model that has 5 layers is proposed: 

• Layer 1 (Introduction and 
Definitions) (information security - 
cybercrime - Internet of Things). 

• Layer 2 (Problem of the Study) 
(penetrations and types - types and 
classifications of hackers - security 
risks in cyberspace - the security 
risks that threaten the Internet of 
Things - jamming electronic internet 
connectivity - prevention and 
treatment methods - the role of 
software manufacturers - the role of 
service providers - the role of 
government and legislation - user 
role - description of the problem and 
the local and global impact). 

• Layer 3 (the New Wave of Electronic 
Crimes) (introduction and historical 
overview - types of anticipated 
dangers - kinds of the expected 
crimes - the source of such crimes as 
"state, age and interests" - an 
inventory of the most anticipated 
crimes - its impact on the Internet of 
things "locally and globally" - 
classification of electronic crimes 
according to various international 
standards, "the degree of risk, 
proliferation, easiness "). 

• Layer 4 (Analysis and Discussion) 
(analysis of the most anticipated 
crimes - classification of anticipated 
crimes by severity - the impact of 
electronic crimes on the agenda of 
each of the "public sector, private 

sector, civil society organizations, 
individuals and personalities" - the 
required measures to curb 
cybercrimes "required actions of 
software designers, the measures 
required from service providers, the 
measures required from 
governments, actions required from 
users "- the government’s use of 
available mechanisms to speed the 
detection of the electronic" national 
information centers crimes, national 
data stores, government rapid 
response centers CERT " - the 
various ministries and government 
departments and their role in the 
speed detection of electronic crimes 
- volunteers of experts and citizens - 
the role of regulations and 
legislations in the reduction of the 
electronic crimes). 

• Layer 5 (Results of the Study - the 
recommendations of the study). 

Conclusion and Future Work  

The proposed work attempts to address 
the different types of potential Cybercrimes 
that face the advent of the Internet of 
Things (IoT), and to determine the 
required procedures and actions by 
software development companies, service 
providers, government agencies and users, 
before the IoT phenomenon invades the 
world. The work will tackle the IoT 
potential threats in the Kingdom of Saudi 
Arabia, especially in the government 
sector, where it is important to elaborate 
the government roles from different 
perspectives to minimize the cybercrime 
threats to the IoT.  The roles of the 
legislations, national data centers, national 
information centers, different ministries 
and government departments are also 
important to help minimize the cybercrime 
risks. The future work aims to analyze the 
results and present the recommendations 
and findings in the study, and also, the 
results will be published in scientific 
journals and conferences. 
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